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The new media—mainly the Internet, e-mail and voicemail—have made 
communication quicker, easier and cheaper than ever before, but these conveniences bring 
with them various costs. 

Many of these costs center around privacy-related issues, and the challenge to keep 
up with new developments has never been greater for teachers and practitioners of 
communication law and for communication professionals. 

Most basic of these privacy concerns is the loss of private time for those of us who 
daily, and often nightly, use these new communication tools. We begin and end our days 
checking our e-mail and voicemail, and we spend great chunks of time on the Internet. Like 
Sir Edmund Hillary’s reported reason for scaling Mt. Everest, we do it because it’s there, and 
because we can find so very much information there. In the process, many technology-savvy 
individuals forget to have a personal life. 

In other words, our private, non-work time is encroached upon, usually voluntarily. 
In what columnist Ellen Goodman recently called our "fast-forward workplace," our 
workday stretches well beyond 9 to 5. In addition to the seductive social impact of the new 
communication technologies, the privacy of individuals and organizations is threatened by 
computer hackers, whose motivations range from theft to sabotage, revenge, harassment, 
political protest, or mere prank playing. A hacker, in the pejorative use of the term, at least, 
is someone who breaks into the computer files or systems of others, thereby turning the term 
"personal computer" into an oxymoron. Making the news in recent months have been 
hacker attacks on the White House, the FBI, Coca-Cola, Bell South and Wichita State 
University. In 1999 the Computer Security Institute estimated U.S. business losses due to 
hacking at $120 million during 1998. 

Although outside hackers get most of the headlines, the FBI estimates that 
disgruntled insiders account for roughly 80 percent of all hacks. An especially pernicious 
offshoot of hacking involves the planting of computer viruses that cause hard drives to crash. 
In response to these threats, organizations are being encouraged to place their own 
restrictions on employees’ privacy expectations as to workplace computer use by choosing 
software that creates audit trails by monitoring log-on and log-off activity, access to files, and 
the like. Also recommended is use and periodic updating of anti-virus software, and for 
especially valuable or sensitive information, the use of encryption software is indicated. 

A specialized kind of hacker is the "sniffer,’ who monitors Internet traffic as it flows 
through server nodes. Sniffers write programs that search out key words and that 
automatically make copies of the sought-after messages. Similarly, ‘spoofers" not only 
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intercept the messages of others, but alter these messages before forwarding them to their 
originally intended recipients. 

Another misuse of the new media is invading privacy by the planting of fraudulent 
voicemail. Chicago resident Gary Thompson recently brought suit against his employer, 
American Stores, which he alleges left false and libelous messages on the voicemail of fellow 
company employees all over the nation. The messages in question claimed that plaintiff had 
HIV, used illegal drugs, cheated on his wife and was stealing from the company. A 
disgruntled former employee is thought to have accessed the distribution password that made 
this incident possible. 

Less threatening but certainly irritating are the "nuisance spammers" who send 
unsolicited commercial e-mail to other individuals’ accounts. Worse are "malicious 
spammers" who forge designations or falsely route information in order to accomplish their 
aims. 

Yet another privacy threat is the use of so-called "cookies." A cookie is a small file put 
on one’s hard drive by some web sites when one visits them. This file allows the web site to 
record one’s surfing activities within the site, thereby storing information about users’ surfing 
habits for later retrieval. 

Invasion of privacy by the use of hidden cameras has long been possible, but putting 
these unauthorized images on the Internet gives them rapid, worldwide spread. A recent case 
in point involves 28 athletes filmed nude in the locker rooms of eight U.S. universities. 

One means of combating such practices is to fight technology with technology. Most 
obvious is encryption, which is steadily becoming more sophisticated and harder to crack. 

Another preventive measure is to install an e-mail filter, such as Allegro, which can 
ward off viruses and can automatically trash suspect e-mail messages. 

Organizations are also being urged to draft an acceptable-use policy and have 
employees sign a consent form. Such policies should specify whether employees can use 
company computers to send personal e-mail. Virtually everyone does so, of course, but the 
existence of organizations’ backup tapes or hard drives raises the spectre of loss of privacy for 
persons who conduct personal business on company time, and on company equipment. 

Legal remedies for new media privacy invasion are being pursued in both courts and 
legislative bodies. Especially numerous are court cases dealing with employer-employee e-
mail rights. Thus far, most cases have been decided in favor of the employer [See Michael A. 
Smyth v. The Pillsbury Co., 914 F.Supp.97 (E.D. Pa., 1996); U.S. v. Charbonneau, 979 F. 
Supp. 1177 (S.D. Ohio, Sept. 30, 1997); and Bourke v. Nissan Motor Corp., Case No. 
BO68705, California Court of Appeal, 2d App. District (July 26, 1993).] For a decision to 
the contrary, see McVeigh v. Cohen, 983 F.Supp. 215 (D.D.C., Jan. 26, 1998). 

Laws that attempt to protect privacy rights that might be invaded by the new media 
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include the Privacy Protection Act of 1980, the Telephone Consumer Protection Act of 
1991, the much older Federal Records Act, the Communications Assistance for Law 
Enforcement Act (the "Digital Telephony Law"), the Computer Matching and Privacy Act 
of 1994 (which amends the Privacy Act of 1974), the Fair Credit Reporting Act of 1970 
(amended in 1997), the Right to Financial Privacy Act of 1978, the Cable Communications 
Policy Act of 1984, and the Video Privacy Protection Act of 1988. Newer are the Children’s 
Online Privacy Protection Act of 1998 and the Online Privacy Protection Act which was 
introduced in the U.S. Senate in April 1999. Also introduced in the Senate in April 1999 
was the Inbox Privacy Act, an anti-spam bill. At the state level, Virginia’s Computer Crimes 
Act, passed in February 1999, makes malicious spamming a felony in that state. 

Finally, in an effort to head off further government regulation of the new media, self-
regulatory efforts are underway. The Platform for Privacy Preference Project (P3P) and its 
Privacy Wizard product is an industry effort in which Microsoft is a partner that would 
create web browsers capable of providing a warning to users if a web site has no privacy 
policy; a similar product is AT&T’s Privacy Minder. 
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